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VLANs 
Module 6 

Facilitation overview 
This module does not introduce many new concepts. Instead it helps learners to 
review concepts that they have already learned, think about those concepts in new 
ways, and clarify them. Therefore, a higher than normal portion of the module 
consists of activities. By the end of this module, learners should be able plan how to 
forward wireless client traffic on the wired network in a variety of situations. 

Approximate time to complete module: approximately 3 hours, including 1 hour and 
45 minutes for two labs. 
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Objectives 

 

Partner activity 

Timing: about 2-3 minutes 

Materials required:  

 Learner Guide 

Display Slide 2.  

The earlier modules have introduced several different types of egress network or 
VLANs for users and various ways to apply network profiles on the MSM Controller. 
Tell learners that this module will help the learners to bring all of those methods 
together and apply profiles correctly for particular uses.  

Ask learners to take one minute to record concepts that they need to clarify. Then ask 
learners to take one minute to share their thoughts with a partner. 

Conclude by stating that this module will help the learners to clarify those concepts. 
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Discussion topics 

 

Facilitator lecture 

Timing: 30 seconds 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 3.  

This section briefly reviews strategies for connecting the MSM Controller to the 
corporate LAN and deploying the MSM APs. 
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Basic solution for connecting the MSM Controller 

 

Self-assessment activity 

Timing: 3-4 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 4.  

This module will use many figures similar to this one, so take a few moments to 
explain to learners how to interpret it: 

 The figure has been simplified to show a group of edge switches and two core 
routing switches. The core routing switches, as an HP Intelligent Resilient 
Framework (IRF) group, functions as a single entity.  

 The lines between these switches do not represent the precise physical 
connections but rather indicate Layer 2 connectivity of some sort.  

 Although the figure, for simplicity, shows switches in the Management VLAN, 
these switches actually support all VLANs at the site. Remember that all of the 
VLANs at the site are extended through the switch infrastructure. 

 Lines to the user VLAN and the server VLAN do not necessarily show all 
intervening devices. You are primarily interested in the switch ports that connect 
directly to your MSM products, so the figure focuses on those.  

 The table in the learner indicates the subnets associated with the VLANs.  

Introduce the activity: 

 Learners should read and answer the questions in their guide. 

 Point out that the questions might have multiple correct answers. The learners 
should simply be able to justify their plans. 

 They have two minutes. 

Virtual classroom 

Often, it is more difficult to encourage learners in a virtual classroom to chat with 
each other and complete the activities. You can help learners by converting the 
questions into multiple choice questions and encouraging learners to vote on the 
answers. This tip applies to all activities throughout this module. 

 

HP U
SE

 O
NLY



VLANs 

Rev. 12.31  6–5 

Conclusion 
After two minutes, ask volunteers to share their ideas. The section below provides 
answers. 

Answers 
You are deploying an MSM760 Access Controller in this infrastructure. The network 
administrators have assigned the controller an IP address in VLAN 8, 10.1.8.50/24. 
You will manage the controller on that IP address. 

1. Unless you have a specific reason to choose a different design, where should 
you configure this IP address on the controller? 

You should configure it on the Internet port network IP interface.  

If you prefer using tagged VLANs, you could alternatively create a network 
profile, map it to the Internet port, and assign the IP address in the IP interface 
for the new profile. However, there is no need to do so. 

2. Which MSM760 port do you connect to the switch? 

You connect the Internet port. 

3. What untagged or tagged VLAN do you configure on the switch port? 

You configure an untagged assignment in VLAN 8. 
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Deploying MSM APs at a single site  

 

Facilitator lecture and group 
discussion 

Timing: 4-6 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 5. 

The figure displays the settings for connecting the MSM Controller discussed on the 
previous slide.  

The administrator is now deploying APs at a single site. The APs have been assigned 
to a new VLAN, VLAN 32. The network DHCP server has a scope for providing these 
APs with IP addresses.  

You might stop here and briefly discuss why you would deploy APs on their own 
VLAN: 

 Answer: Many administrators prefer to separate the wireless and wired 
infrastructure devices logically. You can immediately see which devices are APs 
by IP address. APs might be less physically security. If someone removes an AP 
and connects their device to the port, they should be placed in the infrastructure 
management VLAN. 

Direct learners to the notes for this slide in their Learner Guide. Discuss the questions 
and answers as a class.  

Answers 
1. The APs’ default gateway address is 10.1.32.1/24, and the gateway also 

provides DHCP relay services. Is the MSM Controller or the core routing switch 
this device? 

The core routing switch acts as the default gateway and provides DHCP relay 
services.  
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The MSM Controller can implement DHCP relay for APs, but you would need to 
connect the APs to the controller’s untagged LAN port interface. Also 
implementing DHCP relay for APs would require you to implement it for access-
controlled clients instead of the DHCP server. Sometimes you can choose to use 
the controller’s DHCP services for APs. However, you usually reserve the 
(untagged) LAN port interface (or Access network), as well as DHCP or DHCP 
relay services, for access-controlled clients. 

2. In an environment such as this, you could have APs discover the controller at 
Layer 2 or at Layer 3. Which solution would you choose? 

Learners can make valid arguments for either strategy. The Layer 2 discovery 
process is simpler to set up. However, some administrators prefer to use Layer 3 
discovery so that APs learn a precise IP address for the controller.  

The next questions ask learners to consider the Layer 2 strategy: 

3. Do you need to create a network profile on the MSM Controller to meet the 
company’s requirements? 

Yes. 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can name the profile whatever you want. The VLAN ID is 32, the AP’s 
VLAN. 

b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You should map the profile to the controller Internet port, which is already 
enabled. 

c. Does the profile require an IP interface? If so, what are the requirements? 

Yes. You want APs to discover the controller at Layer 2, so the controller 
requires an IP address on that VLAN.  The IP interface does not need a 
gateway address nor does it need to implement NAT. 

4. Do you need to make any other changes on the controller to meet this 
requirement? If so, what are the changes? 

Yes. You must enable AP discovery on the Internet interface. 

5.  Do you need to change the VLAN assignments on the switch port assigned to 
the MSM Controller? If so, what are the changes? 

Yes. You must add VLAN 32 as a tagged VLAN on the switch port that connects 
to the controller’s Internet port. 
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6.  Do you need to make other changes to network services or the network 
infrastructure? 

The DHCP server simply needs to support 10.1.32.0/24 as described earlier. 
VLAN 32 should also extend from the APs to the controller Internet port. 

The next questions ask learners to consider the Layer 3 strategy: 

7. Do you need to create a network profile on the MSM Controller to meet the 
company’s requirements? 

No. 

8. Do you need to make any other changes on the controller to meet this 
requirement? If so, what are the changes? 

Yes. You must enable AP discovery on the Internet interface.  

9. Do you need to change the VLAN assignments on the switch port assigned to 
the MSM Controller? If so, what are the changes? 

No.  

10. Do you need to make other changes to network services or the network 
infrastructure? 

You must set up a Layer 3 discovery solution. Usually you should add option 43 
to the APs’ DHCP scope and specify the controller’s IP address (10.1.8.50). 
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Deploying MSM APs at multiple sites  

 

Facilitator lecture  

Timing: 1-2 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 6. 

This figure shows how you must use Layer 3 discovery when you have multiple sites. It 
also illustrates the type of settings required on the DHCP server (assuming that you 
are using DHCP Layer 3 discovery). 

For this solution, the MSM Controller only requires a single IP address and 
connection on a single port and interface. Direct learners to Figure 6-5 in their 
Learner Guide, which zooms in on the controller’s ports and settings. 
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Special considerations for deploying the MSM765 zl 

 

Facilitator lecture  

Timing: 1-2 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 7. 

Review the requirement to enable the connection between an MSM765 zl’s LAN port 
and the switch backplane (interface <slot>2). The figure illustrates how you can 
isolate the LAN port and use the (untagged) Internet port interface as on an 
MSM760.  

Ask a volunteer to explain an alternative method of setting up this solution. 

 Answer: You can add a tagged VLAN (network profile with a VLAN ID) to the 
LAN port and create an IP interface on it. You can then only allow tagged traffic 
between <slot>2 and the LAN port. 
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Special considerations for deploying an MSM720 

 

Facilitator lecture  

Timing: 4-7 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 8. 

Review the special deployment considerations for an MSM720: 

 You can assign multiple ports to the same VLAN.  

 You can aggregate ports. 

Explain the example deployment shown in the slide. The environment resembles that 
of Slide 5 (one site).  

 The MSM720 has a link aggregation, or trunk, to a switch that supports the 
MSM APs. This trunk is assigned to the APs’ VLAN, and the APs are discovered 
at Layer 2. 

 The MSM720 has a trunk to an IRF group. This trunk is untagged for the Internet 
network, which has the controller’s management IP address.  

You might need to explain that IRF enables two switches to act as a single virtual 
switch, so the MSM720 can establish a trunk with links to two different physical 
chassis. The ability to establish a trunk in this way would be important for the 
MSM720, which does not support STP. 

Discuss the questions listed in the section below. Refer learners to their Learner Guide 
notes for more information about setting up trunks on the MSM720. In particular, 
they should note the differences between static trunks (which can have up two links 
and support different VLANs) and LACP trunks (which can have up two active links 
and four standby links and all support the same untagged VLAN). 

Discussion questions: 

 What advantage does connecting the APs’ switch directly to the MSM720 on 
the APs’ VLAN provide? 

 Answer: The management traffic between the APs and the controller does 
not need to pass through the network core. 

HP U
SE

 O
NLY



Implementing and Troubleshooting HP Wireless Networks 

6–12  Rev. 12.31 

 Why does the switch need to support VLAN 32 on its link to the network core? 

 Answer: The core routing switches act as the DHCP relay for the APs, as 
well as the default router. Therefore, the APs do need to reach the core 
routing switches when they first connect to the network (and perhaps later if 
they need to send RADIUS requests to a network server). 

 Does this topology introduce a loop? 

 Answer: No. Neither VLAN 32 nor VLAN 8 is carried on all three links 
between the switches and the MSM720.  
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Discussion topics 

 

Facilitator lecture 

Timing: 30 seconds 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 9. 

This section reviews how MSM APs forward client traffic in non-access-controlled 
VSCs.  
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Forwarding non-access-controlled clients on a VLAN 

 

Group activity 

Timing: 17-20 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 10. These notes apply to Slide 10 through Slide 12. 

The administrator has now created a VSC for employees. The VSC uses WPA2 
encryption with 802.1X authentication and does not use the controller for access 
control. Authenticated wireless users should be assigned to the same VLAN as wired 
users. Learners need to plan how to meet this requirement. 

Introduce the activity: 

 Assign learners to groups of three to five members. 

 Direct the learners to the notes for Slide 10 in their Learner Guide. 

 Learners should discuss and answer the questions in the guide. 

 Learners should then immediately continue to the notes for Slide 11, read the 
scenario, and answer the questions. 

 Learners should then immediately continue to the notes for Slide 12, read the 
scenario, and answer the questions. 

 Learners have 15 minutes for this activity. 
 

Note 
Check on learners during the activity. If you notice that they are struggling, you 
can bring the class back together and discuss the questions and answers as a 
larger group. 

 
 Conclusion 

Ask a different group to present their answers for each slide. If necessary, clarify any 
points that learners have not understood. 
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Slide 10 answers 
1. Do you need to create a network profile to meet this requirement? 

Yes. 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can name the profile whatever you want. The VLAN ID is 16. 

b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You specify the profile in AP groups’ VSC binding for the employee VSC. 

c. Does the profile require an IP interface? If so, what are the requirements? 

No. 

2. Do you need to make any other changes on the controller to meet this 
requirement? If so, what are the changes? 

No. 

3. Where does the clients’ traffic enter the corporate LAN wired infrastructure? 
Which switch ports require a change in VLAN assignment, and what is that 
change? 

The APs forward the clients’ traffic into the wired infrastructure on VLAN 16. You 
must assign VLAN 16 as a tagged VLAN on the switch ports that connect to APs. 

4. In the figure on the previous page, trace the traffic flow between an 
authenticated wireless client and a server. The figure does not show all physical 
links and their VLAN assignments. Assume that the switch-to-switch links carry all 
VLANs. 

The traffic flows from the client to its AP and then to the APs’ switch. It flows 
through the infrastructure to the core routing switch, which is the default gateway 
for the wireless users. The routing switch routes the traffic into VLAN 24, where 
the servers reside. 

Slide 11 answer 
How do you adjust the solution so that APs at the main site forward wireless users’ 
traffic on VLAN 16 but APs at site 2 forward wireless users’ traffic in VLAN 216? 

You must create a network profile for VLAN 216 on the MSM Controller, following the 
same guidelines used for creating the VLAN 16 profile.  

You must assign the APs at the main site to a different AP group from the APs at site 
2. You could have multiple groups at each site, but no group can include APs at 
more than one site. 
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When you bind the employee VSC to a main site AP group, specify the VLAN 16 
profile. When you bind the VSC to a site 2 AP group, specify the VLAN 216 profile.  

The switch ports that connect to APs at the main site must have VLAN 16 tagged on 
them. The AP switch ports at site 2 require VLAN 216 tagged on them. 

Slide 12 answer 
How do you adjust the solution to meet these requirements? 

You do not need to create new network profiles for this solution. Instead, create two 
account profiles, one for billing staff and one for medical staff. In the billing staff 
profile, select VLAN and type 18 for the ID. Similarly, set VLAN 20 for the medical 
staff profile. Assign the account profiles to the appropriate user accounts. 

You must remember to tag the APs’ switch ports (at both sites) for VLAN 18 and 
VLAN 20. 
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Discussion topics 

 

Facilitator lecture 

Timing: 30 seconds 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 13.  

This section reviews how MSM APs and the MSM Controller forward client traffic in 
access-controlled VSCs.  
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Goals for the review 

 

Facilitator lecture 

Timing: 30 seconds 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 14.  

This slide presents a road map for the section. Learners will complete activities that 
demonstrate that they can complete all of these tasks. 

  

HP U
SE

 O
NLY



VLANs 

Rev. 12.31  6–19 

Assigning guests to a subnet without VLANs 

 

Group activity 

Timing: 17-20 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 15. These notes apply to Slide 15 and Slide 16. 

The administrator has now created a VSC for guests. The VSC uses the controller for 
access control and enforces Web-Auth (HTML-based user logins). The controller is 
also supposed to assign guests IP addresses in 10.1.48.0/23.  

Display Slide 16. 

The company also wants the use VLAN 1, which is configured on open Ethernet 
ports, as an unauthenticated VLAN. Guests who connect to these ports are controlled 
by the guest VSC. 

Learners need to plan how to set up the controller and the network infrastructure for 
this solution. 

Introduce the activity: 

 Assign learners to groups of three to five members. 

 Direct the learners to the notes for Slide 15 in their Learner Guide. 

 Learners should discuss and answer the questions in the guide. 

 Learners should then immediately continue to the notes for Slide 16, read the 
scenario, and answer the questions. 

 Learners have 15 minutes for this activity. 
 

Note 
Check on learners during the activity. If you notice that they are struggling, you 
can bring the class back together and discuss the questions and answers as a 
larger group. 
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Conclusion 
Ask a different group to present their answers for each of these sections: 

 Slide 15 default VSC 

 Slide 16 default VSC 

 Slide 15 other VSC 

 Slide 16 other VSC 

If necessary, clarify any points that learners have not understood. 

Answers for Slide 15 
Answers: Default VSC 

Explain how you can meet the requirements when you use the default VSC for the 
Guest WLAN. 

1. Do you need to create a network profile to meet this requirement? 

No. 

2. Do you need to make any changes to the network infrastructure? 

No. (However, if you choose to disable NAT on the controller’s untagged 
Internet port network, you must create a route in corporate LAN back to 
10.1.48.0/23 through 10.1.8.50.) 

3. What VSC settings do you establish? What VSC binding settings? 

You must leave the Use Controller for Authentication and Use Controller for 
Access control check boxes selected. 

You should enable the Always tunnel client traffic setting in the VSC. (However, 
APs, being discovered at Layer 3, will tunnel the traffic anyway.) You do not 
need to enable wireless security filters, but you can.  

You must leave HTML-based user login enabled. 

You must enable DHCP services on the VSC. (You must enable them globally 
first; see below.)  

You must bind the VSC to the appropriate AP groups, but you do not need to 
configure any particular egress network. 

4. Do you need to make any other changes to the controller configuration? If so, 
what are they? 

You must enable the DHCP server. You should also disable listening on the LAN 
port while leaving listening on client data tunnels enabled.  

You must assign the LAN port network IP interface an IP address in the 
10.1.48.0/23 subnet. 
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While not directly related to setting up the guest subnet, you should also make 
sure that the Internet port network implements NAT (or plan to configure a route 
to the guest network in the corporate LAN). You should also create guest user 
accounts. 

Answers: Other VSC 

Explain how you can meet the company’s requirements when you use another VSC 
for the Guest WLAN. 

1. Do you need to create a network profile to meet this requirement? 

No.  

2. Do you need to make any changes to the network infrastructure? 

No. (However, if you choose to disable NAT on the controller’s untagged 
Internet port network, you must create a route in corporate LAN back to 
10.1.48.0/23 through 10.1.8.50.) 

3. What VSC settings do you establish? What VSC binding settings? 

You should enable the Always tunnel client traffic setting in the VSC. (However, 
APs, being discovered at Layer 3, will tunnel the traffic anyway.) You should also 
enable wireless security filters.  

You must leave HTML-based user login enabled. 

You must enable DHCP services on the VSC. (You must enable them globally 
first; see below.) You specify the 10.1.48.0/23 subnet in the VSC DHCP server 
settings, setting the DNS address and the default gateway to the same address. 

You must bind the VSC to the appropriate AP groups, but you do not need to 
configure any particular egress network. 

4. Do you need to make any other changes to the controller configuration? If so, 
what are the changes? 

You must enable the DHCP server. You should also disable listening on the LAN 
port while leaving listening on client data tunnels enabled.  

While not directly related to setting up the guest subnet, you should also make 
sure that the Internet port network implements NAT (or plan to configure a route 
to the guest network in the corporate LAN). You should also create guest user 
accounts. 
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Answers for Slide 16 
Answers: Default VSC 

Explain how you can meet the requirements when you use the default VSC for the 
Guest WLAN. 

1. Do you need to create a network profile to meet this requirement? 

No. (You will use the untagged LAN port network to map wired client traffic to 
the VSC.) 

2. Do you need to make any changes to the network infrastructure? If so, what are 
these changes? 

You must assign VLAN 1 as the untagged VLAN on a core routing switch port. 
You then connect the MSM760 LAN port to the port.  

If switch-to-switch links do not carry VLAN 1, you must add this VLAN to the 
links. 

3. What VSC settings do you need to change, if any? What VSC binding settings? 

You do not need to make any changes. 

4. Do you need to make any other changes to the controller configuration? If so, 
what are the changes? 

You must enable the controller to listen for DHCP requests on the LAN port 
(global DHCP setting). 

Answers: Other VSC 

Explain how you can meet the company’s requirements when you use another VSC 
for the Guest WLAN. 

1. Do you need to create a network profile to meet this requirement? 

Yes. 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can assign the profile any name that you choose. You must set the 
VLAN ID to 1. 

b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You map the network profile to a controller port. You should probably 
choose the Internet port because it is already connected. 

You will also assign the profile as an ingress VLAN in the VSC. 
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c. Does the profile require an IP interface? If so, what are the requirements? 

No. (It cannot have an IP interface.)  

2. Do you need to make any changes to the network infrastructure? If so, what are 
these changes? 

You must assign VLAN 1 as a tagged VLAN on the switch port that connects to 
the MSM760 Internet port.  

If switch-to-switch links do not carry VLAN 1, you must add this VLAN to the 
links. 

3. What VSC settings do you need to change, if any? What VSC binding settings? 

You must enable ingress mapping on a VLAN and select the VLAN 1 profile. 

You do not need to make any changes to the VSC bindings. 

4. Do you need to make any other changes to the controller configuration? If so, 
what are the changes? 

No. The controller’s current DHCP settings (listening on client data tunnels) 
continue to work; the controller always listens for requests on ingress VLANs.  
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Using VLANs to route authenticated guest traffic 

 

Facilitator lecture and group 
discussion 

Timing: 3-5 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 17.  

The figure shows the setup when you are using the default VSC for guests. Take a 
moment to point out the controller connections and make sure that learners 
understand the solution. 

The administrator now wants to route all authenticated guest traffic out VLAN 64 
rather than the (untagged) Internet port interface. 

Ask a volunteer to explain reasons why you might choose this configuration. 

 Answer: The controller’s default router might not be the correct gateway for the 
guests. You can route guest traffic directly toward an Internet gateway or some 
other secure routing device. You also can route different guests’ traffic to different 
gateways (the next slide focuses on that). 

As a class, discuss how the set up this solution using the questions in the Learner 
Guide notes for this slide. Encourage different learners to answer each question. 

Answers 
1. Do you need to create a network profile to meet this requirement? 

Yes. 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can give the profile any name that you want. The VLAN ID is 64. 
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b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You must map the profile to a controller port. You can choose either one. 

You must also specify the network profile as the Authenticated egress VLAN 
in the guest VSC.  

c. Does the profile require an IP interface? If so, what are the requirements? 

Yes. You must also set the gateway to 10.1.64.1. You can give the controller 
any available IP address in the subnet. You should either enable NAT or 
plan to add a route to the guest subnet on the router at 10.1.64.1. 

2. Do you need to make any changes to the network infrastructure? If so, what are 
they? 

Yes. You could have mapped the VLAN 64 profile to either controller port. You 
must add VLAN 64 as a tagged VLAN on the switch port that connects to that 
port. (The network administrators might need to extend the VLAN to the correct 
device.) 

If you did not enable NAT on the new IP interface, you must add a route on the 
router at 10.1.64.1. The route’s destination is 10.1.48.0/23, and its next hop is 
the controller’s IP address in 10.1.64.0/24. 

3. Do you need to make any other changes on the MSM Controller?  If so, what 
are they? 

No. 
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Assigning user-based VLANs for routing 
authenticated guest traffic 

 

Facilitator lecture and group 
discussion 

Timing: 2-4 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 18. 

Explain that the company now wants to route visiting students’ traffic to a different 
gateway in VLAN 72. Other visitors should still have their traffic routed to the 
gateway in VLAN 64 

Discuss how to achieve this goal, calling on different volunteers to answer the 
questions in the Learner Guide. 

Answers 
Adjust the solution that you have established up to this point to meet these 
requirements.  

1. Do you need to create a network profile to meet this requirement? 

Yes. 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can give the profile any name that you want. The VLAN ID is 72. 

b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You must map the profile to a controller port. You can choose either one. 
(You might want to load balance traffic across the ports.) 

You must also create an account profile for visiting students. Specify the 
network profile as the egress VLAN in this account profile and assign the 
profile to user accounts as needed. 
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c. Does the profile require an IP interface? If so, what are the requirements? 

Yes. You must also set the gateway to 10.1.72.1. You can give the controller 
any available IP address in the subnet. You should either enable NAT or 
plan to add a route to the guest subnet on the router at 10.1.72.1. 

2. Do you need to make any changes to the network infrastructure? If so, what are 
they? 

Yes. You might have mapped the VLAN 72 profile to either controller port. You 
must add VLAN 74 as a tagged VLAN on the switch port that connects to that 
port. (The network administrators might need to extend the VLAN to the correct 
device.) 

If you did not enable NAT on the new IP interface, you must add a route on the 
router at 10.1.72.1. The route’s destination is 10.1.48.0/23, and its next hop is 
the controller’s IP address in 10.1.72.0/24. 

3. Do you need to make any other changes on the MSM Controller?  If so, what 
are they? 

If you want, you could create an account profile for other visitors and specify the 
VLAN 64 profile as the egress VLAN for those accounts. However, you could 
continue to use the VSC egress VLAN for access-controlled clients that do not 
receive an assignment. 
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Review traffic flow 

 

Partner activity 

Timing: 3-4 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 19. 

Learners have now planned how to set up the MSM solution to support all the 
wireless users shown in the figure, as well as the wired guests in VLAN 1. They will 
now review the traffic flow. 

Introduce the activity: 

 Learners will work in pairs. 

 Direct learners to the notes for this slide in their Learner Guide. 

 Learners should answer the questions, tracking the traffic flow for various users. 

 They have three minutes. 

Conclusion 
Briefly discuss the answers, using a pointer to demonstrate the traffic flow in the slide. 

Answers 
1. How is traffic for a wireless visitor at the main site forwarded?  

The visitor client forwards the traffic to its AP. The AP tunnels the traffic to the 
MSM Controller (in UDP messages toward 10.1.8.50:3001).  

The MSM Controller maps the traffic to the appropriate VSC based on the SSID.  

The controller routes the traffic to 10.1.64.1, which is the default gateway for the 
visitor’s assigned egress VLAN. 

The default gateway deals with the traffic from there. 
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2. How is traffic for a student visitor at site 2 forwarded? 

The visitor client forwards the traffic to the AP. The AP tunnels the traffic to the 
MSM Controller (in UDP messages toward 10.1.8.50:3001).  

The MSM Controller maps the traffic to the appropriate VSC based on the SSID.  

The controller routes the traffic to 10.1.72.1, which is the default gateway for the 
student visitor’s assigned egress VLAN. 

The default gateway deals with the traffic from there. 

3. How is traffic forwarded for a visitor with an Ethernet connection to VLAN 1 at 
the main site? 

The visitor client forwards the traffic on its Ethernet connection. The connected 
switch port uses VLAN 1 as the untagged VLAN, so it assigns the traffic to that 
VLAN. If the traffic is destined to a device in VLAN 1, it reaches its destination. 

If the traffic needs to be routed, it reaches the MSM Controller, which supports 
the VLAN as a tagged VLAN or the untagged VLAN on its LAN port. The 
controller maps the traffic to the appropriate VSC based on the ingress VLAN (or 
to the default VSC if the traffic arrives untagged on the LAN port).  

The controller routes the traffic to 10.1.64.1, which is the default gateway for the 
visitor’s assigned egress VLAN. 

The default gateway deals with the traffic from there. 
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Alternatives: Using VLANs to implement access 
control for wireless clients 

 

Partner activity 

Timing: 0-8 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 20.  

Remind learners that HP generally recommends using client data tunnels to forward 
wireless guest traffic to the controller. However, you can implement solutions without 
tunneling. 

You should choose between conducting an activity for this slide or the next slide 
(MSM720) based on users’ interest. If you skip this activity, you can refer learners to 
the appendix for answers.  
 

Note 
If you are low on time, you can assign both of these activities as self-study after 
class. The answers are in the appendix to the Learner Guide. 

  
If do choose to conduct this activity, you might briefly review use cases for the 
feature: 

 The company wants unauthenticated guests to be placed on an isolated VLAN 
and only be redirected to the login page if they try to reach resources outside of 
that VLAN. 

 The APs and the controller are separated by a firewall that does not permit the 
traffic—but does have a solution for connecting the APs and controller at Layer 2 
such as Layer 2 MPLS VPNs. 

Then introduce the activity: 

 Learners will work in pairs. 

 Direct learners to the notes for this slide in their Learner Guide. 

 Learners should discuss and answer the questions. 

 They have four minutes. 
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Conclusion 
Ask different partners to present their answers. Clarify any misunderstandings.  

Answers: Adjusting the AP discovery 
For this solution, you need to adjust how the controller discovers and manages APs at 
the main site. Explain what you must do. 

To enable APs at the main site to forward traffic in VLAN 1 rather than tunnel it, you 
must use the solution for Layer 2 discovery that you examined earlier: 

1. Create a network profile with VLAN ID 32. 

2. Map the network profile to the LAN port. 

3. Create an IP interface for the VLAN 32 profile. (It does not require NAT or a 
gateway.) 

If you are using the default VSC, the LAN port is already connected. Add VLAN 32 
as a tagged VLAN on the connected switch port.  

Otherwise, add VLAN 32 as the tagged VLAN on a new port. Prevent the port from 
carrying untagged traffic. Then connect the MSM760 LAN port to the prepared port. 

Answers: Default VSC 
Explain how you can meet the company’s requirements when you use the default 
VSC for the Guest WLAN. 

1. Do you need to create a network profile? 

Yes—if APs are connected on an untagged VLAN. (Otherwise, you could set the 
APs’ ports’ untagged VLAN to VLAN 1 and skip to step 3.) 

If so, answer these questions: 

a. What are the profile settings (name and VLAN ID)? 

You can assign the profile any name that you choose. You must set the 
VLAN ID to 1. 

b. Where do you assign the network profile (mapped to a controller port, 
assigned as an ingress VLAN in a VSC, assigned as an egress VLAN in a 
VSC, or assigned as an egress network in a VSC binding; indicate all that 
apply)? 

You assign the profile as the egress network in the VSC binding for main 
site AP groups.  

c. Does the profile require an IP interface? If so, what are the requirements? 

No.  

2. Do you need to make any changes to the network infrastructure? If so, what are 
they? 

Yes. You must add VLAN 1 as a tagged VLAN on the APs’ switch ports. 
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3. What VSC settings do you need to change, if any? What VSC binding settings? 

For the most part, you can use the current settings. Because you want to allow 
users at the main site access to VLAN 1 resources, you should make sure that 
wireless security filters are disabled.  

You assign the VLAN 1 profile as the egress network in the VSC binding for 
main site AP groups.  

4. How is the traffic flow for a wireless visitor connected at the main site different 
from the traffic flow described on the previous slide? (Again, assume that the 
user is authenticated.) 

The visitor client forwards the traffic to its AP, but, instead of tunneling the traffic, 
the AP bridges it to VLAN 1. The traffic is destined to the controller’s MAC 
address because the controller acts as the client’s default gateway. Therefore, the 
wired infrastructure forwards the traffic to the controller’s LAN port, which 
connects untagged to VLAN 1. 

The MSM Controller maps the traffic to the default VSC. From there, it routes the 
traffic to 10.1.64.1 just as in the previous solution. 

Answers: Other VSC 
Explain how you can meet the company’s requirements when you use another VSC 
for the Guest WLAN. 

1. Do you need to create a network profile? 

No. (You will use the same network profile that you created for the ingress 
VLAN.) 

2. Do you need to make any changes to the network infrastructure? 

Yes. You must add VLAN 1 as a tagged VLAN on the APs’ switch ports. 

3. What VSC settings do you need to change, if any? What VSC binding settings? 

Because you want to permit users at the main site access to VLAN 1 resources, 
you should disable wireless security filters. Otherwise, the current settings 
continue to work. 

You assign the VLAN 1 profile as the egress network in the VSC binding for 
main site AP groups. 
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4. How is the traffic flow for a wireless user connected at the main site different 
from the traffic flow described on the previous slide? (Again, assume that the 
user is authenticated.) 

The visitor client forwards the traffic to its AP, but, instead of tunneling the traffic, 
the AP bridges it to VLAN 1. The traffic is destined to the controller’s MAC 
address because the controller acts as the client’s default gateway. Therefore, the 
wired infrastructure forwards the traffic toward the controller port that is tagged 
for VLAN 1.  

The MSM Controller maps the traffic to the correct VSC using the ingress VLAN. 
From there, it routes the traffic to 10.1.64.1 just as in the previous solution. 
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Alternatives: Implementing a similar solution on an 
MSM720 

 

Partner activity 

Timing: 0-12 minutes 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 21.  

This activity helps learners to adjust a solution for an MSM720, which has a greater 
flexibility in ports. 

As mentioned on the previous slide, you might assign this activity to learners as self-
study after the course. The appendix to the Learner Guide includes the answers. 

If do choose to conduct this activity, introduce it as follows: 

 Learners will work in pairs. 

 Direct learners to the notes for this slide in their Learner Guide. 

 Learners should discuss and answers the questions. 

 They have eight minutes. 

Conclusion 
Ask different partners to present their answers. Learners might have designed slightly 
different solutions. The section below includes an example of a valid answer. 

Answers 
1. Will you use the default VSC or a different VSC for the guest VSC? 

Learners can select either VSC. Some prefer to avoid the default VSC unless 
absolutely necessary to minimize the chances of misconfiguration. On the other 
hand, the solution does need to send some wired traffic to the guest VSC, and 
the Access network and default VSC are already set up for this purpose. 
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2. Make a plan for creating network profiles, if necessary. Also plan how to assign 
profiles (new and existing) to the MSM720 trunks (link aggregation groups). 

Leave the current network profiles in place on Trunk 1 and Trunk 3. 

If you are using the default VSC, add the Access network as an untagged VLAN 
on Trunk 2. If you are using a different VSC, you must create a new network 
profile with any name and VLAN ID 1. Add this profile as the untagged VLAN 
on Trunk 2. The controller can then implement access control for guest clients 
connected to the second switch. 

You might choose to egress guests’ traffic on VLAN 64 on which the Internet 
router resides. If you do, create a new network profile with any name and VLAN 
ID 64. Add this profile as a tagged profile on Trunk 3, which establishes the 
best traffic flow. 

3. Do you need to create any new IP interfaces? If so, what are the appropriate 
settings? Do you need to adjust IP settings for existing IP interfaces? If so, how? 

If you created a profile for VLAN 64, you must create an IP interface for it. Set 
the gateway to 10.1.64.1. You can give the controller any available IP address in 
the subnet. You should either enable NAT or plan to add a route to the guest 
subnet on the router at 10.1.64.1. 

If you are using the default VSC, you must change the IP address on the Access 
network to 10.1.48.1/23. 

The profile for VLAN 1, if you created it, must not have an IP interface. 

You can leave the current settings for the Internet network and AP (VLAN 32) 
network. 

4. What VSC settings will you establish? What VSC binding settings? 

You must make sure that the Use Controller for Authentication and Use Controller 
for Access control check boxes are selected. 

If you are not using the default VSC, you must set the ingress VLAN to new 
profile that you created and mapped to Trunk 2. 

If you want to route authenticated guest traffic directly to the Internet router, set 
the Authenticated egress VLAN to the new network profile for VLAN 64. 

You should enable the Always tunnel client traffic setting in the VSC. Learners 
might suggest leaving tunneling disabled and placing wireless guests at the 
main site in VLAN 1. However, the scenario did not provide any reasons to use 
this setup, so you should use the tunneling solution instead.  

You do not need to enable wireless security filters, but you can.  

You must leave HTML-based user login enabled. 
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You must enable DHCP services on the VSC. (You must enable them globally 
first; see below.) If you are not using the default VSC, you can also specify 
settings. Set 10.1.48.0/23 as the subnet. Set 10.1.48.1 as the default gateway 
and 10.1.48.1 as the DNS server.  

You must bind the VSC to the appropriate AP groups, but you do not need to 
configure any particular egress network. 

5. What additional MSM settings do you need to configure to ensure that guests 
receive IP addresses and that the controller can receive and forward their traffic? 
(You might configure additional settings for the guest solution, in general, but 
you do not need to list those.) 

You must enable the DHCP server globally and enable the controller to listen on 
client data tunnels. Only if you are using the default VSC, you must also enable 
the controller to listen on the Access network because wired clients connect 
there. 

If you are not egressing traffic out VLAN 64, you must decide whether to 
implement NAT on guests’ outgoing traffic or whether to add a route to the guest 
subnet in the corporate LAN. If you decide on NAT, verify that the Internet 
network has NAT enabled (the default setting).  

6. What changes do you need to make to the switch port VLAN assignments? 

You need to check the uplink on the switch that supports wired guest clients: the 
untagged VLAN should be VLAN 1.  

If you configured the VSC to egress traffic out VLAN 64, you should have 
mapped the network profile for that VLAN to Trunk 3. Make sure that the link 
aggregation on the IRF group supports VLAN 64 (tagged).  

You can leave the current VLAN assignments as they are. The APs’ switch’s 
uplink uses VLAN 32 for the untagged VLAN, and the untagged (default) VLAN 
for the IRF group link aggregation is VLAN 8. HP U
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Figure 6-1: MSM720 deployment using default VSC for guests 

 
Figure 6-2: MSM720 deployment using another VSC for guests 
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Lab Activity 6.1 

 

Lab activity 

Timing: about 50-60 minutes 

Materials required:  

 Lab Guide 

Display Slide 22.  

Direct learners to Lab Activity 6.1 in the Lab Guide. In this lab, learners add user-
based VLANs to their employee VSC and implement an egress VLAN for their guest 
VSC. 

Advise them that they have about an hour to complete this activity. 

Encourage learners to use the table in the “Lab Activity 6.1 debrief” page in the 
Learner Guide to capture their key insights and challenges as they perform the lab 
activities. 
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Lab Activity 6.1 debrief 

 

Group discussion 

Timing: 2-5 minutes 

Materials required:  

 Learner Guide 

 Flipchart 

Display Slide 23.  

Use the questions in the slide to launch a discussion. You might use a flipchart poster 
to record learners’ ideas. 

Learners should feel confident in using static and user-based egress VLANs for 
access-controlled and non-access-controlled VSCs. 
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Discussion topics 

 

Facilitator lecture  

Timing: 30 seconds  

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 24. 

The final section of this module covers implementing DHCP relay for guests. It is 
important that learners understand how to implement this option, particularly since it 
is required for teaming solutions. 
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 Using DHCP relay for access-controlled clients 

 

Facilitator lecture  

Timing: 2-3 minutes  

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 25. 

Explain the basic setup for the solutions: 

 Enable DHCP relay globally from the Controller >> Network > Address 
allocation window. (You have to set the DHCP server address in the global 
settings before you can save the change.) 

 If you are using the default VSC, configure the DHCP relay settings with the 
global DHCP settings. 

 To choose where the controller listens for requests, follow the same guidelines as 
for the DHCP server. 

 Ask a volunteer what those guidelines are: 

 Enable the client data tunnels option if MSM APs tunnel wireless client traffic 
to the access-controlled VSC. 

 Enable the LAN port option only when you are using the default VSC and 
wired guests connect on the (untagged) LAN port interface. The same 
guidelines apply for the Access network. 

 The controller always listens for requests on ingress VLANs. 

 When you set up a non-default VSC, in addition to setting the DHCP server 
address, you must specify the subnet.  

 You must specify the IP address of the default gateway in the scope. That should 
also be the DNS server.  

 The controller creates this IP address on itself (just like it does for the gateway 
address specified in DHCP server settings). Specify a unique IP address in a 
unique subnet. 

 The DHCP server must now where to direct the responses. Therefore, the network 
infrastructure must have a route to the guest subnet through the controller.  
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Resolving potential issues with the firewall 

 

Facilitator lecture  

Timing: 1 minute 

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 26. 

Briefly cover the guidelines for adjusting the firewall to allow the necessary traffic 
between the DHCP server and clients. 
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Extending the egress VLAN to access-controlled 
clients 

 

Facilitator lecture  

Timing: 2-3 minutes  

Materials required:  

 Module 6 PowerPoint 
presentation 

 Learner Guide 

Display Slide 27. 

Until now you have emphasized that guest clients do not receive IP addresses on their 
egress VLAN. Instead their traffic is routed out that VLAN. However, when you use 
DHCP relay, you can assign the access-controlled clients IP address on an egress 
VLAN.  

Explain the guidelines: 

 Apply the egress VLAN to unauthenticated clients in the VSC (as well as to 
authenticated clients).  

 In the global DHCP relay settings, select the check box for extending the ingress 
interface to the egress interface. 

 In the VSC DHCP relay settings, select the Extend to egress interface option. 
Now the MSM Controller simply forwards the request on the egress VLAN IP 
interface.  

 If the DHCP server does not reside on the egress VLAN, the VLAN’s default 
gateway in the network infrastructure must implement DHCP relay. 

 Disable NAT on the egress VLAN IP interface. Leave the gateway defined. 

 Because the egress VLAN already exists in the wired infrastructure, you do not 
need to create a route for it in the network infrastructure. 

 In the DHCP pool, set the MSM Controller’s IP address for the default gateway 
and DNS server. 
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Lab Activity 6.2 

 

Lab activity 

Timing: about 40-45 minutes 

Materials required:  

 Lab Guide 

Display Slide 28.  

Direct learners to Lab Activity 6.2 in the Lab Guide. In this lab, learners adjust their 
guest VSC to use DHCP relay. 

Advise them that they have about 45 minutes to complete this activity. 

Encourage learners to use the table in the “Lab Activity 6.2 debrief” page in the 
Learner Guide to capture their key insights and challenges as they perform the lab 
activities. 
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Lab Activity 6.2 debrief 

 

Group discussion 

Timing: 2-5 minutes 

Materials required:  

 Learner Guide 

 Flipchart 

Display Slide 29.  

Use the questions in the slide to launch a discussion. You might use a flipchart poster 
to record learners’ ideas. 

Learners should feel confident in using static and user-based egress VLANs for 
access-controlled and non-access-controlled VSCs. 
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Summary 

 

Group discussion 

Timing: 1 minute 

Materials required:  

 Learner Guide 

 Flipchart 

Display Slide 30.  

Point out all of the VLANs that learners now know how to manage. Assess their 
confidence now compared with before they completed the module. 

  

HP U
SE

 O
NLY



VLANs 

Rev. 12.31  6–47 

Learning check 

 

Group discussion 

Timing: about 2-3 minutes 

Materials required:  

 Learner Guide 

Display Slide 31. 

Direct learners to the notes for this slide in their Learner Guide. Call on different 
volunteers to answer each question. 

Answers 
1. An MSM Controller acts as the RADIUS server for an employee VSC (using 

802.1X) and a guest VSC (using Web-Auth). It has non-access-controlled account 
profiles for the employees and access-controlled-profiles for the guests. Both 
types of profiles assign egress VLANs. What are some differences between the 
VLANs?  

Differences include: 

 You do not create a network profile for the non-access-controlled egress 
VLANs. You just specify the ID. 

 APs forward traffic in the non-access-controlled VLANs. You must tag the 
VLANs on the connected switch ports. 

 The MSM Controller routes traffic out the access-controlled clients’ VLANs. 
You must create IP interfaces for them with gateway addresses (and often 
implement NAT as well). You must also map the VLANs to a controller port 
and set the tagging on the connected switch port. 

 Employees receive IP addresses in their user-based VLAN. 

 Guests have IP addresses in the VLAN defined by the DHCP server or relay 
settings. Their traffic is simply routed out the VLAN.  
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2. You have set up DHCP relay on an access-controlled VSC. You specified 
10.1.40.1 as the subnet address and 255.255.255.0 as the mask. What settings 
should the DHCP scope on the external DHCP server include? 

 It should include a pool of addresses in the 10.1.40.0/24. 

 The default gateway address should be 10.1.40.1. 

 The DNS server address should be 10.1.40.1. (There are other ways to set 
this up, but usually it is simplest to have the controller be the DNS server.) 
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